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Preventing Workplace Crime

Robert T. Thetford, J.D.

Many crime surveys, including the FBI's Uniform Crime Reports, show a drop in crime during
the 1990s. The latest figures (December, 2000), however, show that the drop in the crime rate
has at best leveled and at worst is climbing again. (1) Even if violent crime has leveled in the
year 2000, it still averages 40 percent higher than in 1969, a sobering statistic.

Workplace violence is a major area of concern for Americans, with about 2 million people each
year becoming victims of violent crime or threatened violent crime in the workplace, according
to a study by the Justice Department's Bureau of Justice Statistics (BJS) which covered the years
1992 through 1996.(2)

In fact, murder is the number one cause of death for women at work, and the number two cause
for men at work, with an average of twenty-one Americans murdered each week at work.(3)
Domestic problems account for the majority of the workplace homicide motives with many of
the victims being killed either by people they knew or with whom they had personal
relationships.(4) What makes these statistics so amazing is that workplace homicide was
virtually unknown a quarter of a century ago. Conditions have quickly deteriorated, however,
and the homicide rate has virtually tripled in the last decade.(5)

A Gallup Poll published in September, 2000, found that American workers are increasingly
feeling pressure from rapidly changing technology, mounting job stress and fear of random
workplace assaults, and that they blame their bosses for giving them little or no guidance on how
to deal with it.(6)

In one particular area alone (the health care industry), nurses are victims of assault at a rate of
24.9 per thousand, much higher than the average of 14.8 per thousand for all occupations.(7)
Violence is associated with all kinds of health care settings, including surgical and pediatric
units, and especially emergency rooms.(8)

It is little wonder that the rise in workplace crime is accompanied by an explosion of litigation
against employers owning or controlling the workplace. The duty of care required of employers
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generally consists of a combination of Federal Law, particularly the General Duty Clause of the
Occupational Safety and Health Act, and state tort law, particularly negligent employment torts.
The rates of litigation in this area parallel or exceed the rates in other areas of society, with the
percentage rise of suits and judgments now reaching staggering proportions.

Even though workplace violence receives most of the attention, other workplace area crimes
continue to increase, including theft, burglary, drug sales and possession, and recently computer
related crime.

Again in the health care industry, the storage of drugs, frequent location of facilities in high
crime areas, the apparent lack of visible security, and the presence of elderly people who are
least likely to resist robbery or assault, provide a fertile field for the proliferation of crime.

Health care facilities have embraced technology in recent years with computers touching every
aspect of the industry. Recently, however, this industry, like most businesses, has discovered just
how vulnerable it has become to intrusion, viruses and electronic theft. Targets for computer
intrusion include employee files and human resource data, business plans and strategies, research
and development plans, facility floor plans and blueprints, technical data, financial conditions
and perhaps most importantly, patient or client records.(9)

While funding for prosecutors remains static, computer crime has quadrupled over the past three
years, according to a survey by the FBI and San Francisco's Computer Security Institute.
Seventy-five percent of the hacking victims - most often corporations and government agencies -
said it cost an average of $1 million per intrusion to investigate, repair and secure their systems.
Corporations spent $7.1 billion in 1999 on corporate security to protect themselves against
cyberattacks and the bill could reach $17 billion by 2003, according to Internet analysts at
Aberdeen Group in Boston, Mass.(10)

In the summer of 2000, a sophisticated hacker took command of large portions of the University
of Washington Medical Center's internal network and downloaded computerized admissions
records for four thousand heart patients. The intrusions began in June, and continued until at
least mid-July, before network administrators at the Seattle teaching hospital detected the hacker
and cut him off. The medical center was reportedly unaware that patient records were
downloaded, and elected not to notify law enforcement agencies of the intrusions.

The hacker, a 25-year-old Dutch resident who calls himself “Kane,” posted a notice that stated,
"All the data taken from these computers was taken over the Internet. All the machines were
exposed without any firewalls of any kind."(11)

If it is not enough dealing with homicidal spouses, thieves, burglars, and malicious hackers, we
now must face a new threat - the terrorist, who may be intent on destroying the very
infrastructure of a society through any means available. Recently, we have observed evidence of
the future kind of war, a Cyberwar in which the targets are more likely to be businesses rather
than government installations.(12)
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The first steps in neutralizing the above cited dangers are to recognize potential threat origins,
analyze the nature of the threats and identify the likely targets. This is accomplished through
implementing a thorough assessment of the strengths and weaknesses of organizational security,
specifically identifying those areas which need physical, technological and/or administrative
attention.

Once the assessment of security needs is completed and the serious nature of any likely threat is
understood, it is vital to clearly communicate the findings and recommendations to management
at all levels of the organization in order to insure commitment in addressing the threat and
implementing a Crime Prevention Plan as an augmentation to the organization's policy and
procedure manual. This will necessarily include awareness and security training for supervisors
and employees as well as a review of pre-employment screening for signs of instability or
potential criminal behavior.

The Crime Prevention Plan must be continuously measured against known, published attacks,
penetrations and other criminal acts occurring in similar organizations to insure the security
measures in place afford the highest level of safety for the organization, its employees and the
public it serves.

Finally, a thorough After-Action Plan must be formulated and implemented for those incidents

which do occur within the organization. No Crime Prevention Plan is perfect, and only through

careful and thorough examination of the organizational response to each incident will a security
plan become effective at deterring, detecting and neutralizing criminal activity.
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